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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
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2a)D This action is FINAL. 2b)S This action is non-final. 
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DETAILED ACTION 

1. Claims 1-16 are pending. 

2. In view of the Appeal filed on February 22, 2005, PROSECUTION IS 
HEREBY REOPENED. The Non-Final rejection is set forth below. 

To avoid abandonment of the application, appellant must exercise one of 
the following two options: 

(1) file a reply under 37 CFR 1.111 (if this Office action is non-final) or a 
reply under 37 CFR 1. 1 13 (if this Office action is final); or, 

(2) request reinstatement of the appeal. 

If reinstatement of the appeal is requested, such request must be 
accompanied by a supplemental appeal brief, but no new amendments, 
affidavits (37 CFR 1.13.0; 1.131 or 1.132) or other evidence are permitted. See 
37 CFR 1.193(b)(2). 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis 
for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-3, 10-11, and 13-16 are rejected under 35 U.S.C. 102(e) as being 
anticipated by, et Britt, Jr. etal. (US 6,230,319). 

As per claim 1: 

Britt, Jr. et aL discloses a method of automatically reconfiguring a component of a 
remote services network system comprising the steps of: 

detecting a communication error related to a component of said network; [col.8, 
lines 15-16] 

identifying a configuration parameter associated with the occurrence of said 
communication error; [col.8, lines 26-30; Britt, Jr. discloses validating contents 
which includes various (data) configuration parameters (col.7, lines 50-53) where 
if these contents are corrupted or inconsistent state, then it is associated to 
communication error. ] 

obtaining corrected configuration data relating to said configuration parameter; 
and [col.8, lines 32-33] 
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automatically installing said corrected configuration data on said component [col.8, 
lines 35-39] to restore communication with said remote services network, [col. 11, 
lines 41-44 and col.12, lines 25-35] 

As per claim 2: See col.8, lines 26-30; discussing communication error comprising 
an error in the identity of said component. 

As per claim 3: See col. 11, lines 41-44 and col.12, lines 25-35; discussing 
communication error comprising an error related to connectivity of said component to 
said remote services network. 
As per claim 10: 

Britt discloses a remote services system, comprising: 

a system component in communication with said remote services system, [col.4, 
lines 32-41 and col.6, lines 58-61] said component having a plurality of stored data 
parameters for maintaining communication with said remote services system; [col.7, 
lines 51-55] 

a data base containing valid configuration data parameters for maintaining 
communication of said system component with said remote services system; and 
[col J, lines 31-36] 

a communication module operable to detect a communication error between said 
system component and said remote services system [col.11, lines 41-44] and to 
correct said communication error [col.8, lines 15-16 and 26-30; Britt, Jr. discloses 
validating contents which includes various (data) configuration parameters (col.7, 
lines 50-53) where if these contents are corrupted or inconsistent state, then it is 
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associated to communication error. ] by obtaining valid configuration data 
parameters from said data base [col.8, lines 32-33] and installing said valid 
configuration data parameters on said system component, [col.8, lines 35-39] 
As per claim 1 1 : See col.8, lines 26-30; discussing communication error comprises 
an error in the identity of said component. 

As per claim 13: See col.8, lines 15-16 and 26-30 and col.11, lines 41-44; 

discussing communication error comprises an error related to connectivity of said 
component to said remote services network. 

As per claim 14: See col.7, lines 31-36 and col. 9, lines 9-21 ; discussing an 
application server, said application server being operable to obtain valid configuration 
data parameters from said data base and to transmit said valid configuration data 
parameters to said system component in response to an instruction received from said 
communication module. 

As per claim 15: See col.7, lines 31-36; discussing database residing on a server 
controlled by a service provider. 

As per claim 16: See col. 10, lines 51-61 ; discussing a internet web site for 
providing limited access to said data base residing on said server controlled by said 
service provider. 
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Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by 
the manner in which the invention was made. 

4. Claims 4-9 and 12 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Britt, Jr. et al. (US 6,230,319), and further in view of 

Howard, Jr. et al. (US 6,442,690). 

As per claim 4: 

Britt, Jr. et al. discloses a method of automatically reconfiguring a component of 
a remote services network system comprising detecting a communication error related 
to a component of said network [col .8, lines 15-16] and identifying a configuration 
parameter associated with the occurrence of said communication error [col .8, lines 26- 
30]. Britt, Jr. discloses validating contents which includes various (data) configuration 
parameters where if these contents are corrupted or inconsistent state, then it is 
associated to communication error (col.7, lines 50-53). Further, Britt, Jr. discloses 
obtaining corrected configuration data relating to said configuration parameter [col. 8, 
lines 32-33] and automatically installing said corrected configuration data on said 
component [col. 8, lines 35-39] to restore communication with said remote services 
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network, [col.11, lines 41-44 and col. 12, lines 25-35]. However, Britt, Jr. fails to include 
a client certificate. 

Howard, Jr. et al. discloses an integrated key management system that can support key 
generation and key distribution for numerous types of equipment (col.6, lines 1-2). 
Howard discloses IKMS can provide secure storage of key material and can allow for 
key recovery during disasters, equipment failure, etc., where it can support secure 
automated distribution of keys to equipment and rapid redistribution of previously 
distributed key material to restore secure communications services (col.6, lines 14-20). 
Howard discusses the View Key Inventory function that allows an operator to list all key 
material held securely in the IKMS database (col. 19, lines 6-9) and the View Network 
Connectivity function lists the communication relationship defined within IKMS and show 
the type of cryptographic protection provided by this communication relationship (col. 19, 
lines 19-23). There also includes a CPE error indicator at the bottom of the IKMS 
desktop where this can show communications error (col. 16, lines 13-19 and col. 19, lines 
54-56). Howard discloses IKMS communicates with the device over open networks and 
exchanges certificate information where verification ensures that this is the first time the 
certificate has been used and the identity of the device (col. 10, lines 6-15 and col.23, 
lines 61-67). Howard discloses the certificate is provided the IKMS over the public 
network where the certificate is validated, verifies the device ID, and the certificate are 
associated (col .26, lines 1 3-32). Therefore, it would have been obvious for a person of 
ordinary skills in the art to include a certificate as taught by Howard, Jr. with the 
teaching of automatically reconfiguring a component of a remote services network 
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system as taught by Britt, Jr. because the certificate authenticates and verifies the 
device and its communications. 
As per claim 5: 

Britt, Jr. discloses the step of obtaining corrected configuration data further 
comprising the step of requesting a valid client [certificate] from a secure universal 
resource locator associated with a service provider web site containing data parameters 
relating to components of said remote services system [col.8, lines 32-33 and col. 10, 
lines 51-61]. However, Britt, Jr. fails to include a certificate. 

Howard, Jr. et al. discloses an integrated key management system that can 
support key generation and key distribution for numerous types of equipment (col.6, 
lines 1-2). Howard discloses IKMS can provide secure storage of key material and can 
allow for key recovery during disasters, equipment failure, etc., where it can support 
secure automated distribution of keys to equipment and rapid redistribution of previously 
distributed key material to restore secure communications services (col.6, lines 14-20). 
Howard discusses the View Key Inventory function that allows an operator to list all key 
material held securely in the IKMS database (col. 19, lines 6-9) and the View Network 
Connectivity function lists the communication relationship defined within IKMS and show 
the type of cryptographic protection provided by this communication relationship (col. 19, 
lines 19-23). There also includes a CPE error indicator at the bottom of the IKMS 
desktop where this can show communications error (col. 16, lines 13-19 and col. 19, lines 
54-56). Howard discloses IKMS communicates with the device over open networks and 
exchanges certificate information where verification ensures that this is the first time the 
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certificate has been used and the identity of the device (col. 10, lines 6-15 and col .23, 
lines 61-67). Howard discloses the certificate is provided the IKMS over the public 
network where the certificate is validated, verifies the device ID, and the certificate are 
associated (col.26, lines 13-32). Therefore, it would have been obvious for a person of 
ordinary skills in the art to include a certificate as taught by Howard, Jr. with the 
teaching of automatically reconfiguring a component of a remote services network 
system as taught by Britt, Jr. because the certificate authenticates and verifies the 
device and its communications. 
As per claim 6: as rejected in claim 4. 

As per claim 7: See Britt, Jr. on col.12, lines 25-35; discussing the step of 
revalidating communications of said component with said remote services system. 
As per claim 8: as rejected in claim 5 

As per claim 9: See Britt, Jr. on col.12, lines 25-35; discussing the step of 
revalidating communications of said component with said remote services system. 

As per claim 12: 

Britt, Jr. et al. discloses a method of automatically reconfiguring a component of 
a remote services network system comprising detecting a communication error related 
to a component of said network [col. 8, lines 15-16] and identifying a configuration 
parameter associated with the occurrence of said communication error [col .8, lines 26- 
30]. Britt, Jr. discloses validating contents which includes various (data) configuration 
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parameters where if these contents are corrupted or inconsistent state, then it is 
associated to communication error (col. 7, lines 50-53). Further, Britt, Jr. discloses 
obtaining corrected configuration data relating to said configuration parameter [col. 8, 
lines 32-33] and automatically installing said corrected configuration data on said 
component [col .8, lines 35-39] to restore communication with said remote services 
network, [col.1 1 , lines 41-44 and col. 12, lines 25-35]. However, Britt, Jr. fails to include 
a client certificate. 

Howard, Jr. et al. discloses an integrated key management system that can 
support key generation and key distribution for numerous types of equipment (col.6, 
lines 1-2). Howard discloses IKMS can provide secure storage of key material and can 
allow for key recovery during disasters, equipment failure, etc., where it can support 
secure automated distribution of keys to equipment and rapid redistribution of previously 
distributed key material to restore secure communications services (col.6, lines 14-20). 
Howard discusses the View Key Inventory function that allows an operator to list all key 
material held securely in the IKMS database (col. 19, lines 6-9) and the View Network 
Connectivity function lists the communication relationship defined within IKMS and show 
the type of cryptographic protection provided by this communication relationship (col. 19, 
lines 19-23). There also includes a CPE error indicator at the bottom of the IKMS 
desktop where this can show communications error (col. 16, lines 13-19 and col. 19, lines 
54-56). Howard discloses IKMS communicates with the device over open networks and 
exchanges certificate information where verification ensures that this is the first time the 
certificate has been used and the identity of the device (col. 10, lines 6-15 and col .23, 
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lines 61-67). Howard discloses the certificate is provided the IKMS over the public 
network where the certificate is validated, verifies the device ID, and the certificate are 
associated (coL26, lines 13-32). Therefore, it would have been obvious for a person of 
ordinary skills in the art to include a certificate as taught by Howard, Jr. with the 
teaching of automatically reconfiguring a component of a remote services network 
system as taught by Britt, Jr. because the certificate authenticates and verifies the 
device and its communications. 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LEYNNA T. HA whose telephone number is (571) 272- 
3851 . The examiner can normally be reached on Monday - Thursday (7:00 - 5:00PM). 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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